In this paper, we have proposed a chaos-based visual encryption method that can be applied to Ultra Sound Medical Images. We used adaptive Grey Wolf Optimization (GWO) to archive Ultra Sound Medical Image encryption. The robustness of the proposed image encryption are measured by various security attacks such as key sensitivity, histogram analysis, adjacent pixel autocorrelation, chi-square test, etc. Moreover, analytical outcomes are compared with the conventional algorithms like Genetic Algorithm (GA) and GWO. The experimental result shows that the proposed method is faster with low complexity.
Introduction
Medical diagnostics depend on modalitie such as, ultrasound, Computed Tomography (CT), Magnetic Resonance Imaging (MRI), Positron Emission Tomography (PET).The Medical images are stored and distributed over the internet or intranet for specific diagnostic purpose like feature extraction, image denoising, segmentation and compression in the arena of telemedicine [1] .Telemedicine had benefits: restorative medical research, remote special clinical diagnosis, unexpected incidents handling in time, patient information on immediate demand, enhance the communication between partners in health care systems.
In recent days, people can communicate from anywhere to everywhere due to wide use of Computer Networks, and transmission of digital medical images over the internet has become more and more popular. However, the transmission of the medical images over the internet may suffer from the serious problems of confidentiality, integrity, Authentication, cropping, tampering and destroying from attackers. Therefore, recommendations and instructions for ensuring medical image protection have been issued by American College of Radiology (ACR) and Society of Computer Applications in Radiology (SCAR).In 1996, United States Congress, Health Insurance Portability and Accountability Act (HIPAA) and signed by President Bill Clinton, President Bill Clinton, obliges health care institutions to take legitimate measures to guarantee that patients' information is only accessible to people who have a specialized need [2] . Cryptography and steganography are the two techniques which are broadly utilized for the image security.
During the communication in the networks encrypting the images are very crucial through the rapid development of telemedicine large medical image data can be easily transmitted, thus the encryption has become a significant for patient data [3] .The most classical cryptographic techniques can be classified into private and public encryption [4] [5] [6] .
Encryption of medical image is a better solution to protect medical images from the various threats. Data Encryption Standard (DES) [7] , Triple Data Encryption Standard (TDEA) [8] , Advanced Encryption Standard (AES) [9] , Rivest, Shamir and Adleman (RSA) [9, 10] have been developed for text data. However, these cryptographic algorithms are not suitable for large size images because of high pixel redundancy and correlation. However, these are well developed for the security of textual data. Some researchers used selective based encryption techniques for medical images based on stream ciphers data [11] . But, these methods lead to loss of and misdiagnosis. The Visual image encryption methods can be applied to image encryption [12] . since, 1990s, chaotic frameworks have been drawn much importance as their fundamental characteristics such as ergodicity, randomness, and sensitivity [13] . Both have sensitive, randomness, confusion and diffusion.Cryptographic methods and chaotic maps have some similar characteristics show in table 1.
Chaos theory is the branch of mathematics that deals with design of dynamic nonlinear system, complex systems with random behavior called chaos". Chaos theory, applications such as signal processing, image security, Information Security, fluid mechanics, mathematics, biology, engineering, psychology, robotics, etc. [14] [15] . A chaotic system has properties such as sensitivity to initial conditions, topologically mixing and mixing of the periodic orbits. It is a novel and interesting research subjects for real time encryption, such as audio and video signal [16] [17] [18] [19] [20] .
Test results have shown that the 2D-AGWA medical image cryptosystem is much more efficient than the well-known Genetic algorithm, which leads to use in real-time environments transmission for medical image protection. This paper is organized as follows. Section 3 has two sub-sections. In 3.1 presents the Conventional GWO of the medical image cryptosystem. The 3.2 presents the proposed GWO. In Section 4, analysed the detail security and performance of the proposed medical image protection mechanism. Finally, Section 5 concludes the propose system work.
Literature Review
In [21] Jiri Fridrich, was introduced based on symmetric block cipher for digital image security by 2 dimensional map. Figure 1 shows permutation process and substitution process based on Permutation key (P) and Substitution key (S) which is used widely in security mechanisms. Input image (plain image) was shuffled using the Arnold cat map in bit-wise permutation. Logistic map was used in Substitution process which modifies the pixel values. However, the system is not efficient in the image scrambling process. Jiun-In Guo, Jui-Cheng Yen [22] , have presented an efficient binary sequence based chaotic map which gives low computational complexity. But, it's lack of security threats. In [23] chaotic map was proposed by using logistic map and standard two dimensional chaotic maps. An XOR operator used to produce the encrypted text for intermediate data.However, it has small key size which leads to brute-force attack. Figure 1 shows, Input Image is given to Permutation block for pixel position transformation with permutation key.substitution process takes shuffled image as input and do the pixel value transformation based on substitution key. [24] Two dimensional cat maps were applied for image blocks (8 X 8 block size) to shuffle the image pixels. The shuffled image was encrypted by one dimensional logistic map.
In [25] proposed hybrid image encryption method based on a Cyclic Elliptic Curve Points (CECP) and generalized logistic chaotic map systems. The chaotic system scheme generates an initial key and an external secret key of 256-bit in a feedback manner. Then, the generated keys are combined with a key sequences derived from the Cyclic Elliptic Curve Points (CECP). [26] Deoxyribonucleic Acid matrix sequence is learnt by encoding the host image, and then decomposes the DNA sequence into some equal matrix blocks and use the DNA sequence addition operation to comprise the matrix blocks. Image pixels are shambled by the DNA addition and complementary operation. It used two Logistic maps for performing the DNA complementary operation on comprise matrix blocks. [29] Secret keys are generated by using DNA systems.Hao's fractal sequence was used for representation, image permutation process. Proposed system is simple and defending exhaustive attacks. [30] Three two dimensional chaotic is used for image encryption to obtain higher security than one dimensional chaotic maps. The proposed scheme had classic bi-modular architecture in which the medical image pixels are shuffled via new propose algorithm and also in diffusion process image pixel values are modified by XOR operation. [31] [32] Conventional block based image encryption methods are not advised to use for medical image protection due to their large size and increasing demand of telemedicine. A bit level Arnold cat map was adapted for medical image shuffling. Image correlation has been eliminated by combining Arnold cat map with the logistic map.To improve the performance, the substitution process was applied to permutation phase by light weight bit level shuffling method. The performance of the proposed image encryption system was measured by the time complexity, statistical attack analysis, key space analysis, key sensitivity [33] . They had proposed symmetrical image encryption algorithm based on a skew tent map which can be applied on gray level and colour images. Further, it may be implemented in parallel way to improve the medical image encryption speed. [34] Permutation key was generated in both 'X' and 'Y' axes by Henon chaotic map. They sent the same medical image in two axes.
Address attacks: brute-force and statistical attacks. [35] Medical image gray pixels are scrambled by DNA sequence addition and complementary operation. Duffing map was used for image encryption. Not addressed: image noise and image blurring. [36] Pixel correlation distributed among the entire image pixels. Pixel scrambling was done in horizontally and vertically with the help of 2 dimensional baker map.scrambelled image becomes pre-encrypted image. [37] ROI was compressed from an image by a lossless compression method where as NROI was compressed by lossy compression method. Key is generated by Henon map for shuffling and given as input for blowfish algorithm for image encryptiom. However it was slow and not reliable in real time communications and also not suitable for large size images [38] .
Basic theory of chaotic systems
The chaotic system is a nonlinear deterministic system [51] .The characteristics are: randomness in performance, more sensitivity to primary conditions and system attributes. Chaotic system dynamic system defined as the following Eq.1: Cϵ(0,1),i=0,1,2,3 (
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A 2D Adaptive Grey Wolf Approach is suggested in this paper for efficient and secure medical image protection [53, 54] . To enhance the efficiency of the 2D chaotic system, we propose a permutation and substitution method based on standard chaotic system. Two dimensional Adaptive Grey Wolf Approach (2D-AGWA) has been used to encrypt the image which depends on the initial values of entropy.
Proposed Methodology
The proposed method intends to introduce an two dimensional (2D) chaotic mapping (2DCM) for medical image encryption. The block diagram of the proposed encryption process is shown in figure 2 . Since the conventional chaotic mapping highly rely on the initial chaotic system parameters and the order of permutation, it is challenging to determine the optimal initial system parameters. The proposed security scheme introduces a enchancing grey wolf optimization algorithm for determining the optimal chaotic system parameters. Proposed optimized 2D chaotic mapping model requires a security model to represent the a priori ciphered image. Hence, we have adapted information entropy, for chaotic key generation system.The chaotic key generation system is nothing but the proposed grey wolf optimization algorithm that will attempt to maximize the information entropy model. As a result, optimal initial parameters for the chaotic system can be determined.Based on those parameters, the image encryption can be performed. The parameters are termed as which is estimated using GWO. Further, this computed parameter is applied to 2DCM for encrypting the image.
Conventional GWO
This method describes the hunting activities of the grey wolves to get the appropriate prey [52] . Generally, the grey wolves are categorized into four levels such as  ,  ,  and  . The first level  is the leader of the grey wolves group. The decision regarding the activities of the wolves is done by the leader. The next levels  and  is the subsidiary group that helps  to make the decisions where as the lower level  is just the followers and they are the last wolves that are allowed to eat, and hence it plays less importance in the hunting activities.The general phases of GWO is described as 1) tracking, chasing and approaching the prey 2) Pursuing, encircling and harassing the prey until it stops moving 3) continually attacks towards the prey.
The pseudo code of the conventional GWO is depicted below.
Step 1: Start to initialize the grey wolves population Step 5: While ((i<n) // n number of Iterations
Step 5.1: Update the position of the grey wolves
Step 5.2: Update the value of A  and H  using 2 2 * i a n  that linearly reduced from 2 to 0.
Step 5.3: Compute the fitness of the wolves.
Step 
Proposed GWO
The mathematical formulation for encircling prey is represented in eq. (5) and eq. (6) 
The vectors regarding A  and H  are expressed in eq. (7) and eq. (8) The general formulation for the hunting behavior is described as in eq. (10).
) ( 
The position of ,  and  defines the final position of the prey. Thus the aforesaid wolves are responsible for identifying the position of the prey, whereas the other wolves randomly update their positions in the region of the prey. The flowchart of the proposed GWO is given below and the corresponding flowchart is shown in figure 3 .
The Adaptive 2DCM was experimentally investigated on ultrasound medical images from, http://www.ultrasoundcases.info/caselist.aspx?cat=26) and the extensive performance study was carried out.
4.Results and Discussions 4.1 Key Space Analysis
The required parameter ) , ( 0 0 y x for the encryption of image using 2DCM is selected as constant in the standard process. However, the proposed GWO methodology choose the range of the parameter within the limit of is constant, the key space analysis can be performed better. Here since, the parameter have high range, the key analysis seems to be critical as the key space is large.
Key sensitivity analysis
The key sensitivity depends the percentage deviation of the two cipher image obtained by using two keys to a single image. Initially, 1 k key is used to obtain the first cipher image 1 C . Further, another 2 k key is used to obtain the second cipher image 2 C .The percentage differences of the two keys are computed using eq. (16) . . accordingly, the tabulation shows the comparison of the standard encryption with the encryption using GA, GWO and proposed GWO. The key sensitivity corresponds to the ultrasound images of the proposed method is 1%, 2.29% and 2.07% better than the standard, GA and GWO. Similarly, the key sensitivity related with the Ultrasound images of the proposed method provides better performance of 0.17%, 1.34%, 1.83% and 0.72%, 1.29%, 0.75% from the GA and GW methodologies.
In this section, the histogram analysis of the original image with its corresponding cipher image is analysed. The uniform histogram gives that better performance.The histogram analysis of the Ultrasound images and their respective cipher images are shown in figure 4 and figure 5 . From the analysis, it is noted that the histogram of the original images shows the difference among diverse images, but the histogram of the cipher images seem to be similar. (H), vertical (V) and diagonal (D) pixels are analyzed in table 4. less autocorrelation which is better than conventional methods like standard, GA and GWO. 
Auocorrelation of adjacent pixels
The autocorrelation of the adjacent pixel of ultrasound images, corresponding to the horizontal H is verified by computing the correlation among the pixels of the horizontal matrix of the image. Similarly, V is the correlation among the pixels of vertical matrix and D is the correlation among pixels of the diagonal matrix of the image. Here in most cases, the proposed GWO provides good results.
Estimation of ellaped time
The total time required for both encryption and decryption process is determined. The demonstration of the elapsed time is shown in table 5. Here the required elapsed time for the proposed GWO is less when compared with the conventional methods for different metrics.
Attacks
The attacks such as Known Plain Text Attacks (KPA) and Cipher Plain Text Attacks (CPA) are determined. KPA is analyzed by correlating one original image with all original images and one cipher images with all cipher images. Similarly, the CPA analysis is described by correlating each cipher image with its corresponding decrypted image.Further, the first row of the original image is changed and the cipher images are obtained. By following this process for all images, the correlation between each original image with the corresponding cipher images is analyzed which is referred as the chosen KPA. The KPA, CPA and chosen KPA analysis is shown in table 6. Thus the proposed GWO is in pass condition for all attacks when compared with the standard, GS and GWO. F indicates fail and P indicates Pass.
Chi-Square Test
Chi-Square is the statistical test determining the righteousness of the predicted and the observed values.The Chi-square analysis of ultrasound images are observed in results analysis. The comparison between the proposed and the existing methods have proved that the proposed GWO provides better performance by obtaining minimum ranking. 
Conclusion
Considering the popularity of E-hospitals and Mhospitals, it is necessary to encrypt clinical ultrasound medical images. In this study, we developed a chaos-based visual encryption based on adaptive 2DCM that applied to clinical ultrasound medical images.The interleaved image is thus transferred over noisy channels and stored the performance analysis has been done by determining the key sensitivity, histogram analysis, adjacent pixel autocorrelation, Chi-square test etc. Further, this system may be applied to other medical image modalities such MRI,CT-Scan,X-Ray etc. also may be applied to 3D medical image protection.
